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Application No. 
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Applicant(s) 

KARMIETAL 


CAami 1161 
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Art Unit 

2617 





The MAILING DATE of this communication appears on the cover sheet with the correspondence address 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)^ Responsive to communication(s) filed on 29 November 2006 . 
2a)n This action is FINAL. 2b)M This action is non-final. 

3) 0 Since this application is in condition for allowance except for fomnal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) S Claim(s) 1-42,44-80 and 82-132 is/are pending in the application. 

4a) Of the above claim(s) 1-42,44-62,95-125. 131 and 132 is/are withdrawn from consideration. 

5) ^ Claim(s) 64 is/are allowed. 

6) [3 Claim(s) 63,65-80,86-94 and 126-130 is/are rejected. 

7) K Claim(s) 82-85 is/are objected to. 

8) Q Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) n The specification is objected to by the Examiner. 

10) 0 The drawing(s) filed on is/are: a)^ accepted or b)^ objected to by the Examiner. 

Applicant may not request that any objection to the drawjng(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) n The oath or declaration is objected to by the Examiner. Note the attached Office Action or fonm PTO-152. 

Priority under 35 U.S.C. § 11 9 

^2)lJ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)nAII b)n Some * c)n None of: 

1 Certified copies of the priority documents have been received, 

2.n Certified copies of the priority documents have been received in Application No. 



3.n Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) 13 Notice of References Cited (PTO-892) 

2) n Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) O Information Disclosure Statement(s) (PTO/SB/08) 

Paper No(s)/Mail Date . 



4) n Interview Summary (PTO-413) 

Paper No(s)/Mail Date. . 

5) n Notice of Informal Patent Application 

6) □ Other: 



U.S. Patent and Trademark Office 
PTOL-326 (Rev. 08-06) 
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Art Unit: 261 7 1 2/26/06 Non-Final Rejection.doc 

DETAILED ACTION 

Election/Restrictions 

1 . Applicant's election with traverse of restriction in the reply filed on November 29, 
2006 is acknowledged, but applicants' attorney failed to provided any arguments 
supporting the traversal. 

2. The requirement is still deemed proper and is therefore made FINAL . 

3. Claims 1-42, 44-62, 125, 95-124 and 131-132 are withdrawn from further 
consideration pursuant to 37 CFR 1.142(b), as being drawn to a nonelected invention, 
there being no allowable generic or linking claim. Applicant timely traversed the 
restriction (election) requirement in the reply filed on November 29, 2006. 

4. Applicants are reminded that upon the cancellation of claims to a non-elected 
invention, the inventorship must be amended in compliance with 37 CFR 1.48(b) if one 
or more of the currently named inventors is no longer an inventor of at least one claim 
remaining in the application. Any amendment of inventorship must be accompanied by 
a request under 37 CFR 1.48(b) and by the fee required under 37 CFR 1.17(1). 
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Claim Rejections - 35 USC § 103 

5. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

6. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

7. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 
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8. Claims 63, 65-80, 86-94, and 126-130 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Tiedeman, Jr., et al in view of Schwendeman as stated in the 
Examiner's Answer of April 23, 2004 and by the Board of Patent Appeals and 
Interferences decision of July 14, 2005 and further by Applicants' admission of the prior 
art or by Mauer. 

Applicants admit that a signature being generated by hashing the 
message capsule is well know in the art in the specification pages 7 and 12-16. 
The Board of Patent Appeals and Interferences decision of July 14, 2005 also 
comes to the same conclusion on page 6 reversing the Examiner's rejection of 
the claims on enablement. The Examiner also now takes Official Notice that a 
signature being generated by hashing the message capsule is well know in the 
art and not invented by applicants. The Examiner cites Maurer as evidence as 
such. Maurer states, "Ci ear Jy, if a string is too long (as can be 
the case for a public key cryptographic system) it can be 
divided into smaller sub-strings of suitable size. In a 
digital sigxiature scheme, the well-known technique of ' 
hashing can be used to compress a long message to a 
sufficiently small number. In this context, a hashing . 
function is a function that assigns to strings of arbitrary 
length a string of fixed short length (e.g. 50 characters) . 
Obviously, several strings ' may hash to the same hashed 
value, but this does not affect the security of a signature 
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scheme if it is very difficult to actually find for a given 
message another message resulting in the same hashed value. 
Hashing functions having this property are called 
cryptographically secure hash functions ^ and an 
implementation thereof can be based on any conventional 
cryptographic system (cf. A. De Santis and M. Yung^ "On the 
design of provably secure cryptographic hash functions" ^ to 
appear in the proceedings ' of Eurocrypt ' 90 ^ Lecture Notes in 
Computer Science^ Berlin^ Springer Verlag) Hence, it would 
have been very obvious to one of ordinary skill in the art at the time the claimed 
invention was made to incorporate the well known and admitted prior art of a 
signature being generated by hashing the message capsule in the method of 
Tiedeman, Jr., et al in view of Schwendeman in order compress a long 
message and not to decrease overall security. 



Allowable Subject Matter 



9. 



Claim 64 is allowed. 



10. As allowable subject matter has been indicated, applicant's reply must either 
comply with all formal requirements or specifically traverse each requirement not 
complied with. See 37 CFR 1.111(b) and MPEP § 707.07(a). 
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1 1 . Claims 82-85 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

Response to Arguments 

12. Applicant's arguments with respect to claims 63, 65-80, and 86-94 have been 
considered but are moot in view of the new ground(s) of rejection. 

Conclusion - : ,f , 

1 3. If applicants wish to request for an interview, an "Applicant Initiated Interview 
Request" form (PTOL-413A) should be submitted to the examiner prior to the interview 
in order to permit the examiner to prepare in advance for the interview and to focus on 
the issues to be discussed. This form should identify the participants of the interview, 
the proposed date of the interview, whether the interview will be personal, telephonic, or 
video conference, and should include a brief description of the issues to be discussed. 
A copy of the completed "Applicant Initiated Interview Request form should be attached 
to the Interview Summary form, PTOL-413 at the completion of the interview and a copy 
should be given to applicant or applicant's representative. 
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14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to WILLIAM D. GUMMING whose telephone number is 
571-272-7861. The examiner can normally be reached on Monday-Thursday, 11:00am- 
8:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Marsha Banks-Harold can be reached on 571-272-7905. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

" Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 57^272-1000. 





William Gumming 
Primary Patent Examiner 
wllliam.cumming@uspto.gov 



